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1 Gatekeeper Enterprise  

1.1 Overview  

Gatekeeper Enterprise is a full-fledge Identity Management System that centrally manages all 

identities (all users) from various sources especially from applications, systems, databases and 

directories to provide:  

a. Easy Access to  multiple applications 

i. Single user ID to access 

multiple applications 

¶ Gatekeeper System can 

be configured to use IC 

number 

¶ Using IC number to 

login to applications is in line with Government Malaysia myID policy. 

ii. Single Sign On (SSO) experience for users to access multiple applications   

iii. The single user ID is extensible to PKI authentication such as soft certs, myKad 

and biometric. 

¶ In-House PKI ς Digicert, MscTrustgate or other vendor Soft certs 

¶ Roaming PKI ς LHDN e-filing 

¶ Biometrics  

¶ myKad 

b. Central Enforcement for 

i. Password Policy such as password strength and password expiry 

ii. Collaborated Access Control between Gatekeeper System and applications 

iii. Security Enhancement for each application 

iv. Implement account suspension, lock and archiving 

c. Central Management for 

i. authentication sources to access applications in organizations, which are based 

on 
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¶ User ID and password: databases and directories 

¶ PKI (Public Key Infrastructure) authentication, which comprises of 

1. In-House PKI ς Digicert, MscTrustgate or other vendor Soft certs 

2. Roaming PKI ς LHDN e-filing 

ii. User profiles that are synchronized with existing user repositories, groups 

profiles and applications profiles 

iii. User identities (user provisioning) that includes 

¶ User Registrations 

¶ Inter-departmental User Transfer  

¶ User Archiving 

¶ User Termination 

iv. Reports and audit trails  of user activities in all applications 

d. One-stop Centre View to multiple applications 

i. Users are able to view multiple snipplets of applications from a user dashboard. 

ii. These applications are authorized applications. 

iii. This will provide a helicopter view of all applications that users are authorized to 

access. 

Gatekeeper System is extensible to central management Digital Signature and Document 

Encryption using PKI.  

1.2 Benefits  

Gatekeeper System provides benefits for  

a. The Management Team  

b. The system administrators and application administrators of organizations 

c. Users of ƻǊƎŀƴƛȊŀǘƛƻƴǎΩ applications. 

1.2.1 The Management Team 

The benefits are 
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a. Increase staff productivity by increase in access frequency for multiple applications.  

i. With Gatekeeper System, users just need to login once to access multiple 

applications instead of having to re-login to multiple applications with multiple 

passwords. 

b. Increase staff awareness on information addressed by multiple applications with the 

ƛƴŎǊŜŀǎŜ ƻŦ ǎǘŀŦŦΩǎ ŀŎcess frequency in these applications.  

c. Reduce the cost of administration with centralized 

i. User Management 

ii. Security Enforcement such as Password Policy 

d. Reduce cost of PKI Implementation  

i. Shorten time-do-deploy for PKI Implementation  

ii. PKI implementation is at one location because it is central 

e. Reduce security risk  

i. Enforcing password policy centrally.  

ii. Using stronger passwords since users need to remember only one password. 

f. Increase security level by  

i. enabling central control  

ii. enhance security layer at each applications 

g. Becomes a reference repository for user profiles because of the capability to 

synchronize with multiple databases and directories. 

1.2.2 The System and Applications Administrators  

a. Users, groups and applications management are easier and more efficient because most 

of these operations are centralized 

b. Knowledge of overall users, groups and applications 

i. Each activity regarding these entities needs to go through Gatekeeper System. 

c. LƴŎǊŜŀǎŜ ŀŘƳƛƴƛǎǘǊŀǘƻǊǎΩ ǇǊƻŘǳŎǘƛǾƛǘȅ  
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i. Administrators mostly have to entertain users forgetting password at 

Gatekeeper Central rather than forgetting password at several applications.  

1.2.3 Users  

a. Users need to remember one user id and one password to access multiple applications. 

b. Users manage their profiles such as handphone, address and other pertaining 

information centrally. 

c. Users straight away access different authorized applications from a user dashboard 

instead of having to type applications URL manually and to repeatedly type username 

and password to access different applications. 

d. Enhance ease-of-use and shorten time-to-reach on information addressed by each 

authorized applications. 

1.3 Architecture  

Gatekeeper System is comprised of four main components 

a. Gatekeeper Central 

i. The system is the main engine in the provision of identity services for 

organizations. 

b. GateAgent Enabled Applications 

i. All applications in organizations that are integrated with Gatekeeper Central and 

using its identity services. 

ii. ¢ƘŜǎŜ ŀǇǇƭƛŎŀǘƛƻƴǎ ǿƛƭƭ ōŜ ǊŜŦŜǊǊŜŘ ŀǎ ά¢ƘŜ 9ƴŀōƭŜŘ !ǇǇƭƛŎŀǘƛƻƴǎέ ƻƴǿŀǊŘǎΦ 

c. Gatekeeper Identity Repositories 

i. All repositories that are used by Gatekeeper System for reference of user profiles 

and user passwords.  

ii. ¢ƘŜ ǊŜǇƻǎƛǘƻǊƛŜǎ ǿƛƭƭ ōŜ ǊŜŦŜǊǊŜŘ ŀǎ ά¢ƘŜ LŘŜƴǘƛǘȅ wŜǇƻǎƛǘƻǊƛŜǎέ ƻƴǿŀǊŘǎΦ 

d. SSO Protocol 

i. The protocol that inter-connects Gatekeeper Central ŀƴŘ ά¢ƘŜ 9ƴŀōƭŜŘ 

!ǇǇƭƛŎŀǘƛƻƴǎέ 
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The architecture of Gatekeeper System is shown in Figure 1. 

 

Figure 1: Architecture of Gatekeeper System 

1.3.1 Gatekeeper Central  

Gatekeeper Central manages 

a. Access Management in organizations  

b. Identity Management in organizations  

c. Auditing of events relating to identity management and access management. 
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i. The user dashboard contains all functions for users to manage their own 

i. Profiles 

ii. Passwords 

iii.  Challenge Response when forgetting their passwords 

a. Admin Dashboard. 

i. Easy-to-use dashboard for Gatekeeper Administrators to manage users, 

groups, applications and Gatekeeper System. 

1.3.2 GateAgent Enabled Applications  ɉȰ4ÈÅ %ÎÁÂÌÅÄ !ÐÐÌÉÃÁÔÉÏÎÓȱɊ 

ά¢ƘŜ 9ƴŀōƭŜ !ǇǇƭƛŎŀǘƛƻƴǎέ ŀǊŜ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴǎ ǘƘŀǘ ŀǊŜ ƛƴǘŜƎǊŀǘŜŘ ǿƛǘƘ DŀǘŜƪŜŜǇŜǊ /ŜƴǘǊŀƭ ŀƴŘ 

using its identity services. The categories of applications currently supported are: 

a. Web applications  

b. Client-Server Applications 

c. Windows Networking 

d. Wireless Networking  

1.3.3 Gatekeeper  Identity Repositories  ɉȰ4ÈÅ )ÄÅÎÔÉÔÙ 2ÅÐÏÓÉÔÏÒÉÅÓȱɊ 

¢ƘŜ ƛŘŜƴǘƛǘȅ ǊŜǇƻǎƛǘƻǊƛŜǎ ǎǘƻǊŜǎ ǳǎŜǊǎΩ ǇǊƻŦƛƭŜǎ ŀƴŘ ǳǎŜǊǎΩ ǇŀǎǎǿƻǊŘǎΦ ά¢ƘŜ LŘŜƴǘƛǘȅ wŜǇƻǎƛǘƻǊƛŜǎέ 

are Gatekeeper Directories, in-house and external repositories.  

Gatekeeper directories are the prime reference by aggregating profiles and passwords from in-

house repositories and external repositories. Examples of in-house repositories are internal Red 

Hat Directory and application databases. Examples of external repositories are LHDN e-filing 

user repository. 

1.3.4 SSO Protocol 

a. The SSO Protocol is used for communications between Gatekeeper Central and ά¢ƘŜ 

Enabled ApplicationsέΦ 

b. The SSO protocol will go through SSL (Secure Socket Layer) using https. 

c. The SSO protocol is compliant with SAML (Secure Access Markup Language) 
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1.4 Proven Technology  

Gatekeeper Enterprise has been proven to run in a large environment with more than 35,000 users such as in 

University Malaya.   

 

Figure 2:  A User Dashboard 

Error! Reference source not found. shows a User Dashboard of Gatekeeper that provides one-

ŎƭƛŎƪ ŀŎŎŜǎǎ ǘƻ ǳǎŜǊΩǎ ŀǳǘƘƻǊƛȊŜŘ ŀǇǇƭƛŎŀǘƛƻƴǎ ƻƴƭȅΦ 


