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NERVESIS SDN BHD

EMPOWERING YOUR BUSNESS THROUGH IDENTITY

ABOUT US

Nervesis provides services for its flagship ldentity Management Ggastdmeper and services
for a Business Intelligence Systéamilla. The services include deployment work, training and

annual support.

Identity Management System is a systernghtially manages all identities (all users) from various
sources especially from various applications, systems, databases and directories. Some of its benefits
are easy access to multiple applications with one login (Sin@la Sig80), central seawri

enforcement, central user provisioning such as central registration and more.

There are two editions of Gatekeeper product: [
a. Gatekeeper Community provides a -SATELKEEPER
WebSingle Sign (SSO) component of
an ldentity Management System. It is based
on Open Source JASICAS project.
b. Gatekeeper Enterpriseprovides a fullledge Identity Management System with Central

Security Enforcement, Central User Provisioning and much more.

Gatekeeper Commuyitind Gatekeeper Enterpriserat have any licensing fee but follopen
source service fee that comprises of deployment work, annual support and training. Gatekeeper
Community can be downloaded for frieeluding the source cqdehile Gatekeeper Enterprise is

provided for customers who subscribe to our support services.

A few of Gatekeeper implementations are in Treasury of Malaysia, University Malaya, and Universiti

Teknologi Malaysia. The largest implementation serves about 40,000 users.
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Nervesis is the exclusive partner to promote Vanilla in Malaysia. Vanilla h

deployed for several organizations in the health industries, education inc vanul“
telecommunication industries, retail industries and finance industries. z
T

The principles behind Nervesis services are as below

* Enterprise Software Development & Arcliitec

* Application Software Audit

* Distributed & Scalable Enterprise Computing

* Fault Tolerance, High Performance & High Availability for Application Servers, Webservers &
Databases

* Enterprise Application Integration

* Enterprise Softare & System Management

* Service Oriented Architecture & Webservices Integration

* Inter-Applications Authentications, Accesses, Audits & Synchronizations.

Nervesis is overly wekrsed in various platforms such as Java J2EE, .NET, PhP andludihg

several database such as Oracle, Postgres, mySQL and Microsoft SQL Server, and several directories
such as OpenLDAP, Red Hat Directory and Microsoft AD due to its profound experiences
deploying Identity Management System and Business IneelgstemNervesis products also
complywith several XML standards such as SOAP, SAML, XACML and SPML.

Nervesis address is as follows:

Nervesis Sdn Bhd(534937P)

Box 320, Lot 5.50 Wisma Central, Jalan Ampang
50450, Kuala Lumpur

Phone: +603 2289 0798

Fax +603 2289 0789
Websitehttp://www.nervesis.cormy

Email:enquiry@nervesis.com.my

MOF REGISTRATION NO:35702002327 (with Bumiputera status)



PRODUCTS

GATEKEEPER ENTERPRISE: ENTERPRISE IDENTIT Y MANAGEMENT
(EIM)

OVERVIEW <

Gatekeeper Enterprise is a-fidtige Identity
Management Systetimet centrally manages all
identities (all users) from varios®urces
especially fronapplications, systems, database
and directoriet® provide
A. Easy Access to multiple applications

a. Single user ID to access multiple

applications
i. Gatekeeper System can defigured to use IC number
ii. Using IC number to login to applications is in line with Government Malaysia
myID policy.
b. Single Sign On (SSO) experience for users to access multiple applications
c. The single user ID is extensible to PKI authentication swsdit a®rts, myKad and
biometric.
i. In-House PKIo Digicert, MscTrustgate or other vendor Soft certs
ii. Roaming PKB LHDN e-filing
iii. Biometrics
iv. myKad
B. Central Enforcement for
a. Password Policy such as password strength and password expiry
b. Collaborated Access Contoetween Gatekeeper System and applications
c. Security Enhancement for each application
d. Implement account suspension, lock and archiving
C. Central Management for
a. Targetedauthentication sources to access applications in organizations, which are based
on
i. UserlD and password: databases and directories
ii. PKI (Public Key Infrastructure) authentication, which comprises of
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1. In-House PKId Digicert, MscTrustgate or other vendor Soft certs
2. Roaming PKB LHDN e-filing
b. User profiles that are synchronized with existingesasitories, groups profiles and
applications profiles
c. User provisioninthat include
i. User Registrations

i. Inter-departmental User Transfer
iii. User Archiving
iv. User Termination
d. Reports and audit trails of user activities in all applications
D. One-stop Centre View to multiple applications
a. Users are able to view multiple snipplets of applications from a user dashboard.
b. Theseapplicationgre authorized applications.
c. This will providea helicopter view of all applications that users are authorized $o acces
Gatekeeper Entgriseis extensible to central managenwénDigital Signature and Document
Encryption using PKI.

BENEFITS

Gatekeeper System provides benefits for

a. The Management Team

b. The system administrators and application administrators of organizations

c. Usse s of organizations® applications.

The Management Team

The benefits are
a. Increase staff productivity by increase in access frequency for multiple applications.
i. With Gatekeeper System, users just need to login once to access multiple applications
instead bhaving to rédogin to multiple applications with multiple passwords.

b. Increase staff awareness on information addressed by multiple applications with the increase of

staffdéds access frequency in these applications

c. Reduce the cost of administration waht@alized
i. User Management
ii.  Security Enforcement such as Password Policy

d. Reduce cost of PKI Implementation



i.  Shorten time&lo-deploy for PKI Implementation
i. PKIlimplementation is at one location because it is central
e. Reduce security risk
i.  Enforcing passwordoficy centrally.
ii.  Using stronger passwords since users need to remember only one password.
f. Increase security level by
I.  enabling central control
ii.  enhance security layer at each applications
g. Becomes a reference repository for user profiles because oallilgyctp synchronize with
multiple databases and directories.

The System and Applications Administrators

a. Users, groups and applications management are easier and more efficient because most of these
operations are centralized
b. Knowledge of overall usegsoups and applications
i.  Each activity regarding these entities needs to go through Gatekeeper System.
c. Ilncrease administratorso6 productivity
i.  Administrators mostly have to entertain users forgetting password at Gatekeeper Central

rather than forgetting gsword at several applications.

Users

Users need to remember one user id and one password to access multiple applications.

b. Users manage their profiles such as handphone, address and other pertaining information
centrally.

c. Users straight away acces®mifit authorized applications from a user dashboard instead of
having to type applications URL manually and to repeatedly type username and password to
access different applications.

d. Enhance eas#-use and shorten tirt@reach on information addresdgdeach authorized

applications.
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ARCHITECTURE

Gatekeeper System is comprised of four main components
a. Gatekeeper Central
I.  The system is the main engine in the provision of identity services for organizations.
b. GateAgent Enabled Applications
i.  All application$n organizations that are integrated with Gatekeeper Central and using
its identity services.
i. These applications will be referred as 0The
c. Gatekeeper ldentity Repositories
i.  All repositories that are used by Gatekeeper Systeaierence of user profiles and
user passwords.

i.h The repositories wil.l be referred as o0The |
d. SSO Protocol
i.  The protocol thatintetr onnects Gatekeeper Central and 0°

The architecture of Gatekeepete&yds shown in Figure 1.



GATEAGENT
ENABLED GATEKEEPER CENTRAL
APPLICATIONS
< ﬁ p Consolidate Access Management Q
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Applications =
U In- Consolidated Single Sign On %
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Password Profile Password Profile
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Red Hat Dir, application HTTPS (LHDN) / Federated
Databases, Digicert Softcert (SAML)

Figure 1: Architecture of Gatekeeper System

Gatekeeper Central

Gatekeeper Central manages

a.

b
c.
d

Access Management in organizations
AuthenticatioManagement in organizations
Auditing of events relating to identity management aggsananagement.
User Dashboard
i.  The user dashboard contains all functions for users to manage their own
ii.  Profiles
iii.  Passwords
iv.  Challenge Response when forgetting their passwords
Admin Dashboard.
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a. Easyto-use dashboard for Gatekeeper Administrators to manage giIseIps,
applications and Gatekeeper System.

GateAgent Enabl ed Applications (oThe Enabl e

0The Enable Applicationsdé are the applications t
its identity services. The categories of afiphis currently supported are:

a. Web applications

b. ClientServer Applications

c. Windows Networking

d. Wireless Networking

Gatekeeper | dentity Reposi tories (o0oThe [ den

The identity repositor i esswosrtdosr.e so Tuhsee rlsdde nptriotfyi |Ree

Gatekeeper Directories;hHouse and external repositories.

Gatekeeper directories are the prime reference by aggregating profiles and passwdrdssieom in
repositories and external repositories. Exampleshofuse repositories are internal Red Hat
Directory and application databases. Examples of external repositories are-filiipNiser

repository.
SSO Protocol
a. The SSO Protocol i s used for communi cati ons b

Appliat i ons 6.
b. The SSO protocol will go through SSL (Secure Socket Layer) using https.
c. The SSO protocol is compliant with SAML (Secure Access Markup Language)

PROVEN TECHNOLOGY
Gatekeeper Enterprise has been proven to run in a large environment witam®&s¢000 users

such as in University Malaya.



Personalised Dashboard for SATUID Test Account

English Wan™| ks | e SENan
You have successfully logged in using SATU Id. Applications you have been granted are as follows:-
¥ Home

# Email Perbendaharaan (Baru}

% Profile
o Email Perbendaharaan
% Passwaord
# MyXchan
.. Challenge L 2
Response o Treasury Groupware
*  Logout

& Treasury Webmail
« SMPC Development Server Port 12080
o Galakan Percukaian
o Permehenan Ejen Cukai
o SMPC Workdesk
& Sistem Maklumat Pengurusan Cukai (Development)
o Galakan Percukaian
o SMPC Workdesk
# Sistem-sistem Dalaman Perbendaharaan
o Sistem Daftar Surat (e-Surat)

¢ Sistem Pergerakan Fail

Figurd: A User Dashboard

Figurel showsa User Dashboard of &&eeper that provideseclick access to u&authorized
applications only.
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GATEKEEPER COMMUNITY

GatekeepeCommunity is atrip down version of Gatekeeper Enterp@seekeeper Community is
targetedor organizations to impteent Web Single Si@n (SSO)unlike Gatekeeper Enterprise
that delivera fulfledgel Identity Management System

Just to jump on Web Single Symbandwagon, one can download Gatekeeper Community from
our websiteand request training fron Nervesis. Theomparison between Gatekeeper
Community and Gatekeeper Enterprisédan below

Gatekeeper Gatekeeper Enterprise

Community

Nature Web Single Sigin  FulHledge Identity Management Sysil
(SSO)

Single-Sign On Only Web Web, ClienServer, Windows
Networking

User Access Dashboard none OneClick to Access

Central Security Enforcement None Password Policy, Access Attempt, Ac
Suspension

Aggregated Authentication = Sequential Targeted

Source

Collaborated Access Control None Central + Applications

Central User Provisioning None Central Registration, Archiving

Profile Aggregation & Sync  None Supported with tools

One-Stop Center View None Mashlet of Apps Snipplets




VANILLA : ENTERPRISE INTELLIGENCE MANAGEME NT
(REPORTS, ANALYSIS & KPI)

Vanilla enables faster and effective productions of authorized reports, analysis and KPI (Key
Performance Indicatdrpm various datsource such as databases, webs services and files.

Vanillahelps to havenore comprehensive knowledge of the factors affelogmgotisiness, with
focuses omperationsStrategic Planningssetd Water, Buildings, Humar&nanciabnd more.
Intelligence is gathered by transforniagsactional data in theseasnto

1 cost elemerguch as account code, budget code, account type etc.

calendar period such as daily, weekly, monthly, quarterly etc.

product dimension such as product category, eedoranty period etc

vendordimengon such location such as city, state, county etc, vendor category, and more,
date of actions such as delivery date, approval date, processing duration etc

type of risk such as low, medium, high, scores etc

asset dimefms such as tangible, intangible, book value,

and more

=A =4 =4 =4 =4 -4 -4

Userfriendly toolsenablereports, analysis and KPI productiaihout resorting to programming
andto database languadteoffers strong reporting and dridbwn capabilities that help teve
executives analyze, compare, and highlight trends in important variables so that they can monitor

performance and identify opportunities and problems.

Intelligent Information produced frovanillacan be used to affect organizatiote operations by
usng Vanillaworkflow engineThis is done through seamless integration capabilities with existing

Transactional Bad¢knd Systems such as ERP systems executed by the workflaw engine

Vanilla also comprises of several dashboards. A dashboardpshats ofall strategic and
operational reports in one scrdenan be embedded in any portal or seerslt helps managers
at any level to make decisions on strategic and operational issues.
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(HEAT Support - Discovery )

Total: 7 Calls
Closed Today

Ave: per day
S

by Trach

Figur@: A Dashboard Example






