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eAn initiave for Malaysian citizens to use IC number
as the only reference for dealing with Government
services

eManage identities CENTRALLY from various sources
especially applications, databases and directories

e Enables Single User ID/Password for Single Sign
On, Central Security Enforcement, Central User
Provisioning etc

Identity

Management

e Implement Identity Management System that
uses IC Number as a User ID to access any

Implementation BEAESY

e User IDs/Passwords in existing systems such as
emails are still preserved

MyID and Identity Management




Login Method
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IC Number § 0S¥ o
MyKad b O Web Applications
Staff Bishetiios e? W GateAgents

Tokens

Client-Server
Applications w

Other Government S
Load N
Agencies
/Balancer GateAgents
Gatekeeper Central\ .

FAULT

Citizens TOLERANT Windour

Networking
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User Landscape
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Decide Authentication Sources: Staff, Other
Government Agencies, Citizens (LHDN)

Generate IC Mapping if neccessary

Integrate With Authentication Sources
Sync User Profiles if necessary
Embed Gateagents in existing apps

MyID Transformation Methodology




Gatekeeper

Gatekeeper Enterprise

Community

Authentication Source

Single-Sign On Only Web Web, Client-Server, Windows
Networking

Access Dashboard none One-Click to Access

Central Security None Password Policy, Access

Enforcement Attempt, Acc Suspension

Aggregated Sequential Targeted

Collaborated Access None
Control

Central + Applications

Central User None
Provisioning

Central Registration,
Archiving

Profile Aggregation & None
Sync

Supported with tools

One-Stop Center None
View

Mashlet of Apps Snipplets

) Gatekeeper Features Comparison
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General

Home
System Logs

System Monitor

p-J

Uzers
Add

Active Users

Locked / Expired /
Deactivated

ld Mapping

%

Groups

Applications

Logout

Nervesis Sdn Bhd, URL: http://www.nervesis.com.my Tel:

Edit User

UserlD:*

Mama : *
Mo Kad Pengenalan : *
Email : *
Sektor :
Bahagian :
Seksyen :
Unit :
MNe Sambungan :
Mo Telefon Bimbit :
Blok :

Tingkat :
Email Alias :
Jawatan :
Skim Perkhidmatan :
Gred Jawatan :
Taraf Jawatan :
De=cription :
Groups:

Account Status ¢

=satuid.test

[SATUID Test Account

[7390

|satu id.test@treasury. gov.

| Pengurusan

EEG

| Pengurusan Sumber Manusia

| Penyelidikan Maklumat Personel (Unit S}

[0123

[123456739

|F‘erhendaharaan 1(2G2) - Utara E

[ 1

|satu id.satuidi@treasury.g¢ Use comma to separate email aliasies)

[JAWATAN

F

|41

| Tetap

|dasu:riptinn
r GatekeeperAdmin
W staff
v tester

r external

[ AcTIvVE

1

:kzyen & Actions
rusan Sumber | L%
Manusia x

£

El

in Panel & Central Profile
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- Increase Access Loyalty

Frequency . Portal

- Increase Content §

- Increase Apps Value Content
E-Services Management

-Increase Awareness of System

Each Apps

- Increase Knowledge
From Each App

- Increase Productivity
from increase

Backend
E-Commerce

Awareness and b o 8 Systems
knowledge .

Benefits For Management




. Single Registration Drive
e Central User Management
e Security Enforcement

Reduce Cost of
Administration

,

Increase e Enabling central control
S=(eU g IA[E\ZEINe)YA o Enhance application security

\

Reduce cost of
PKI
Implementation

e Shorten time-do-deploy
e Only One Location

\

Benefits for Management




= Easier & Efficient Management

e User, Groups, Applications

=l Overall knowledge

e Activities of users, groups and applications

=l INCrease administrators’ productivity

e Less time entertaining users’ password and
profiles for each applications

Benefits for System & Application
Administrators




One

Easy Login Dassword

Encourage
using multiple
services

Single Point
of Access

Benefit for Users




Evolution

Glue: Dashboard
Portal & ETL
(Extract, Transform
& Load)

Organizational Intelligence

Report
Infrastructure

BIRT (Report
Designer),
FreeMetadata,
Databases

BiGateway &
BiWorkflow
FreeDashboard,
BiPortal

\ Infrastructure

Analysis
Infrastructure

FreeWarehouse,
FreeAnalysis
(OLAP),
FreeMetadata

BiGateway &
BiWorkflow
FreeDashboard

BiPortal

Organizational Intelligence System (Vanilla) enables faster |
and effective productions of authorized reports, analysis
and KPI (Key Performance Indicator)

KPI
Infrastructure

FreeMetrics,

ETL (BiGateway &
BiWorkflow)
FreeDashboard,
BiPortall
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Spread HTML E
Sheet 0

Produce
Reports

Publish

Reports
| >

Government
’ ’ 9 Agencies
' 4 3
BIRT Free Databases
Metadata

Public

Existing Applications

ecure Report Environment
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